Internet Explorer Properties

(if you are using another web browser than you settings may vary slightly)

General Tab:

Internet Properties

2=

General | SEcurit_l,II F'rivau:_l,ll Eu:untentl Eunnectiunsl F'ru:ugramsl .-’-'-.d'-.fancedl What ever you want your

home page to be, enter it

—Home page

| __— here.

Address;

% Y'ou can change which page to uge far pour W

[lze Current Ize Default | I1ze Blank |

— Temporary Internet files

o Pages you view ot the Intermet are stored in a special folder
@& Y for guick viewing later.

Delete Cookies... | Delete Files... Settings...

— Histony

The Histary folder containg links to pages you've visited, for
quick access to recently viewed pages.

Drays to keep pages in hiztary: IEEI 3: Clear Higtory |

Colors... | Fonts... | Languages... | .-“-‘-.-:I:essil:uility...l

2k, I Cancel | Lpply |




Security Tab:

Internet Properties

General  Security I F'rivau:_l,ll Enntentl Ennnectiunsl P

Select a'web content zone to zpecify it secunity settings.

il

ograms I Advanced I

® ©« 0@

r|h-rru-r Local Truzted Restricted
intranet sites zites

Internet

Thiz zone containg all % eb zites pou
haven't placed in ather zones

Sites... |

— Securty level for thiz zone

Cusgtom
Custom settings.

- To uze the recommended zettings, click D

- To change the settings, click Customn Level.

Custom Lewel... | Default Level |

efault Level.

ok I Cance

I | Spply |




Click on the Button

Cnstom T evel

On the Security Tab

Security Settings ilﬂ

Settings:

tivelr controls and plug-ins -
@] Download signed Actives controls

) Disable

) Enable

{&} Prompt
@ Download unsigned Activer controls

(%} Disable

)} Enable

) Prompt
@ Initialize and script Activex controls not marked as safe
(%} Disable
)} Enable

)} Prompt
[FR Fuam Ak cmmbenle amd mhom ime -
| | 5

~Reset cuskom settings

Reset ko IMedium j il
ITI Cancel |




All of your configurations should be similar to the following...

w contrals and plug-ins
] Download signed Activel controls
) Disable
) Enable
(&} Prompk
@ Downlaad unsigned Ackivey contrals
(%} Disable
) Enable
) Prompk
@ Initialize and scripk Ackivel conkrals nak marked as safe
(%} Disable
) Enable
) Prompk
@ Run Active contrals and plug-ins
) Administrator approved
) Disable
{*} Enable
) Prompk
@ Scripk Active® conkrals marked safe For scripking
) Disable
{*} Enable
) Prompk
[#1% Dowrloads
[#% File download
) Disable
{*} Enable
(=% Font: download
) Disable
{*} Enable
) Prampk
E} Mlicrosoft W
|:§3 Java permissions
) Cuskom
) Disable Java
{*} High safety
) Low safety
) Medium safety
& Miscellaneous
& Access data sources across domains
{*} Disable
) Enable
) Prampk
&] Allow META REFRESH
) Disable
{*} Enable
@ Display mixed conkent
) Disable
) Enable



&) Prompt
& Don't prompt for client certificate selection when no certificates or only one certificate exists
{*) Disable
{) Enable
@& Drag and drop or copy and paste files
{) Disable
{*) Enable
) Prompt
#&] Installation of desktop items
{) Disable
{) Enable
&) Prompt
& Launching programs and files in an IFRAME
{) Disable
{) Enable
{&) Prompt
& Mavigate sub-frames across different domains
{) Disable
{¥) Enable
{) Prompt
#&] Software channel permissions
) High safety
) Low safety
&) Medium safety

@ Subrmit nonencrypted Form data
) Disable
(%} Enable
) Prompt

@ Userdata persistence
) Disable
(%} Enable

Scripking

Active scripking
) Disable
(%} Enable
) Prompt

Allow paste operations via scripk
) Disable
(%} Enable
) Prompt

Scripting of Java applets
) Disable
(%} Enable
) Prompt

ﬁ ser Authentication

ﬁ Logan
) Anonymous logon
{3 Automatic lagon only in Intranet zone
) Automatic lagon with current username and password
{3 Prompt For user name and password



Click the Nefanlt T evel Button:

General Security I F'rivau:_l,ll I:u:-ntentl Ennnectinnsl F'ru:ugramsl .ﬁ.dvancedl
Select a'Web content zone to zpecify it zecurity settings.

® Q@ 0@

|nternet Lacal Truzsted Restricted
intranet gites zites

Internet
Thiz zone containz all Web sites pou i |
haven't placed in ather zones =

— Securty |evel for this zone
kave the glider to zet the security lesel Far thiz z2aone.
- I - Medium
- Safe browszing and shill functional
- Prompts before downloading patentially unsafe content

- Unzigned ActiveX contrals will not be downloaded
- - -Appropnate for mozt Internet sites

Custar Lewel. .. || efaulk Leyvel I

0k, | Cancel | Apply |




The Privacy Tab:

Internet Properties ed

Generall Securty  Privacy | En:-ntentl En:nnnec:ti-:nnsl F'rn:ngramsl .ﬁ.dvancedl

— Settingz
0 kave the glider to select a privacy setting for the Internet
=8 zone.
s “ Medium
- - i - Blocks third-party cookies that do not have a compact
_ _ i privacy palicy
- Blocks third-party cookies that use perzonally identifiable
" imformation without yaur implicit congent
= - i - Restricts first-party cookies that ugze perzonally identifiable
_ _ i information without implhicit consent
Irmpart.... Advanced... [efatlt
—Wieb Sites
To ovemde cookie handling for individual ‘Web sites,
click the Edit button.
Edit... |

ak. I Cancel | Apply |




Click on the | Advanced Button

Advanced Privacy Settings 7] ]

e Y'ou can chooze how cookies are handled in the Internet
= N zohe. Thiz overides autamatic cookie handling.
— Cookies

™ ‘Ovenide automatic cookie handling

Eirst-party Cookies Tthird-party Coakies
% fLocept £ Locent
" Block £ Block
= Erompt € Frompt

[T flways allow session cookies

k. I Cancel

The| Fdit | Button

Per Site Privacy Actions

~ Manage Sites

£ foucan specify which 'Web sites are alwaps or never allowed to use
=8  cookies, regardless of their privacy policy.

Type the exact addrezs of the *Web site you want to manage, and then click Allov
or Block.

Toremove a zite from the lizt of managed zitez, zelect the name of the 'Web zite
and click the Remove button,

Addresz of Web site;

Block.

Allova
tanaged *Web zites:

Dramain | Setting | Hemowve

F e Al

|l

Ok |




The Content tab...

Internet Properties ed

Generall Securit_l,ll Privacy Content I Ennnectinnsl F'ru:ugramsl .ﬁ.dvancedl

— Content Advizor
m R atings help you control the Internet content that can be

viewed on thiz computer.
Settings... |
— Certificates

% |lze certifizates to positively identify yourself, certification
@l authontiez, and publizhers.

Clear 551 State Certifizates. .. | Publizhers... |

— Perzonal infarmation

E_ AutoComplete stores previous entries AutoComplete. .

and suggests matches far pou. —l

Micrazaft Prafile Azsistant stares paur by Profile. .
perzonal infarmation. =

0k, | Cancel | Apply |




The Connections tab...

Internet Properties ed
Generall Securit_l,ll F'rivau:_l,ll Content  Connections | F'ru:ugramsl .ﬁ.dvancedl

To set up an Internet conneckion, click
Setup.

— Dialup and Yirkual Private Metwork, zettings

Add...

Eemoyve

Ul

Choose Settings if wou need to configure a promy Setings...
server for a connection,

% fever disl a connection
) Mial whenever a network connection i not present
) Always dial my default connection

Zurrent flane Set Mefault

— Local &rea Metwork [LAM] settings

LAMN Setkings do not apply to dial-up connections., LM Settings. ..
Choose Settings above For dial-up setkings.

i

Ok, Cancel Smply




The Programs tab...
Internet Properties ed

Generall Securit_l,ll F'rivau:_l,ll I:u:-ntentl Connections  Prodrams |.-'1‘-.|:Ivan|:e-:||

— Internet programs
%4 'ou can zpecify which program YWindows automatically uzes
@"r for each Internet service.

-

HTHML editor: | E ey

E-mail: IMicru:usu:uFt Cutloak,

Mewsaroups: IMin:rn:ns::nFt Cukloak,

Internet call INetMeeting

Calendar: [Microsaft Outiook

Led Lef Led e Lo

Cantact fist: IMil:rDsnFt Cuatlook,

Y'ou can reset Internet E xplorer to the default

Azl i Selligs. home and search pages.

W Internet Explorer should check to zee whether it is the default browser

Ok, I Cancel Smply




The Advanced tab...

Internet Properties ed

Generall Securit_l,ll F'rivau:_l,ll I:u:-ntentl Ennnectinnsl Programs  Advanced

Settings:
e
O Ahwayz expand ALT text for images

O tove sustem caret with focus/zelection changes
Browsing

Always zend URL: az UTF-3 [requires restart)

O Automatically check for Intermet Explorer updates

Cloze unuzed folders in History and Favaorites [requires restart)

Dizable zoript debugaing

[ Dizplay a notification about every script enor

Enable folder view for FTP sites

[ Enable Install On Cemand (Intermet Explarer)

Enable Inztall On Demand [Other]

Enable offline iterns ta be spnchronized on a schedule

Enable page tranzitions

[ Enable Personalized Favorites Menu

Enable third-party browser extensions [requires restart) _ILI

[

1 |

i ility

Bestore Defaulkz |

0k, I Cancel | Smply |




The rest of the settings should be similar to the following...

Enable vizual styles on buttons and contralz inoweb pages
[ Force offzcreen compositing even under Terminal Server [requires restart]
M atify when downloads complete
Reuse windows for launching shortcuts
Show friendly HT TP emrar messages
O Show friendly URLs
Show Go button in Address bar
Underire links
() Always
) Hover
O Mever
O Usze inline AutoComplete
[ Usze Pazsive FTP (for firewal and DSL modem compatibility)
Uge smooth zcroling
&] HTTP 1.1 settings
Lze HTTP 1.1
[ Use HTTP 1.1 through prosy connections
@ Microzoft Wk
[ Java console enabled [requires restart]
[ Java logging enabled
JIT compiler for wirtwal machine enabled [requires restart]
38, Multimedia
[ Don't digplay online media content in the media bar
Enable &utomatic Image Resizing
Enable Image Toolbar [requires restart]
Play animationz in web pages
Play zounds in web pages
lﬁ Printing
[ Frirt background colore and images
Q Search from the Address bar
Q~ wihen searching
() Dizplay results, and go ta the most likely site
) Do not search from the Address bar
) Just display the results in the main windaw
{2} Just go ta the most likely site

é Security
Check for publisher's certificate revocation

[ Check far server certificate revacation [requires restart)
[ Check far signatures on downlaaded programs

[ Danat save encrypted pages to disk

[ Erpty Temporary Internet Files folder when browser is closed
Enable Integrated "Windows Authentication [requires restart]
Enable Profile Assistant

U=eSSL 20

U=e SSL 30

O UYseTLS 1.0

Wharn about imvalid site certificates

[ *am it changing between secure and not secure made
Wharn if forms submittal iz being redirected
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